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ARMA InfoWatch ARMA Industrial Endpoint — nporpammHoe o6ecneyeHune, KoTopoe
IE 3awmwaet paboumne ctaHumm u cepeepbl SCADA oT Knbepyrpos

@% BnokupyeTt 3anyck HeJoBEPEHHbIX MPOrpamm

KoHTponupyeT LenoCcTHOCTb haiioB Ha paboumnx cTaHumax n cepsepax ACY T

(ﬁ [NocTaBngaeT gaHHbIe O COOLITUAX OE€30MAaCcHOCTM Ha BCeX PaboUMx MecTax Ans LeHTPaIn3oBaHHOro coopa
n xpaHeHuna B cucteme Infowatch ARMA Management Console

B kakunx cny4dasax npuMeHdeTcsd

Ecnn y Bac BO3HMKanu MHUMAEHTbI, CBA3aHHbIE C MPOHMKHOBEHNEM BpeaoHocHoro MO B ACY TN
yepes KoHeYHble TOYKM IT-MHdpacTpyKTypbl — paboyune cTaHumun.

2T0 MOTryT ObITb HENErNTUMHO noakMtoveHHble USB-HocuTtenn. Vv BpegoHocHoe MO, pacnpoctpaHaemoe no cetm oT OAHOro
KOHEUHOr0 YCTPOICTBA K APYroMmy.

MpeacTaBbTe cutyaumto: onepatop ACY T, 4ToObl HE CKy4daTb B HOUHYIO CMeHY, NpuHéc USB-moaem 1 noakaoyma ero Kk padoyen
CTaHLMN B U30/IMPOBAHHOM cermeHTe. CaM TOro He NoA03peBas, OH TOMIbKO YTO CO3A4asn KaHan Ang 4octasku BpegoHocHoro MO
B M30/IMPOBAaHHbIN CErMEHT.

Kakune rpynnbl TexHudeckux mep lNMpukasa N°239 OCT3IK Poccum
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https://www.infowatch.ru/sites/default/files/products/arma/2020/iw_check-mapping239-3.pdf?rel=1

Bo3amoxxHocTn gna cny>x6 nHgpopmaymoHHON 6e30nacHOCTH

1 KoHTponupyet nogkntovyeHne CbEMHbIX HOCUTENEN
[Mo3Bongdet ynpaBnaTe 4octynom Kk USB-ycTporicTtBam. BO3MOXHO pa3peluatb 1av 3anpelats NOAK/IYEHNE:

Knaccy wnv rpynne KiaccoB yCTPOWCTB. Hanpumep, BbldaTb paspelleHne Ha MPUHTePbl U 3anpeTunTs ayanoyCcTpoicTBa

KOHKpEeTHOMY YCTPOICTBY M3 ClMcKa

KoHkpeTHoMmy ycTpoictBy no npuaHakam VID 1 PID ¢ noMoLubio peaakTnpoBaHna daiiina KoHpUrypaumn

2 [o3BongeT co3aaTbh 3aMKHYTYIO MPOrpamMMHYIo cpeay

KoHTponupyeT 3anyck NpuaoXeHuii no «6enomy CImncky», NpeaocTaBngas 4OCTyN TO/IbKO K TeM daiinam, KoTopble
HeobxoAMMbl cneumanucTam ans padoTel. Takon «Genblii CNMCOK» AOBEPEHHbBIX MPOrpaMM MOXeT (hOPMUPOBAaTLCA
KaK BPYUYHY!IO, TAK 1 aBTOMaTUYECKHM, ECNN BKIIOUUTE PEXUM O0yHEeHNS

KoHTponmpyert uenocTHOCTh (haliioB. HenpepbIBHO CNeanT 3a HEM3MEHHOCTbBIO cpefbl pabouynx CTaHUUI 1 CepBEPOB
ACY TN — chainnos, Nanok 1 Katanoros

3 TpocT n yno6eH B ynpaBneHuu

padhmnueckuin nutepderiic Infowatch ARMA Industrial Endpoint no3Bonsiet coBepulate HEOOGXOANMbIE HACTPONKMN.

CVHXPOHM3aLmMs C eAnHbIM LleHTpoM ynpasierus InfoWatch ARMA Management Console nomoraet eMHOBPEMEHHO
NPOU3BOAMTL CneayloLlmne AeicTBug:

YnpaBneHne KOHTPOSIEM LLeNNOCTHOCTK halinoB
YnpaBneHue KOHTPOEeM YCTPONCTB

YnpasneHue «GenbiMy CNnckamms NporpamMm

Yem nomoxxeT 3aMKHyTada NporpamMMHasn cpeaa

3apaya 3aMKHYTOM NPOrpaMMHOM cpefbl — COXPaHUTb HEMPEPbLIBHOCTb PaboThbl MPOMBbILL/IEHHBIX
cuUCTeM, aXe ecriv BUPYCY YAANoCb NPOHUKHYTb

B otnmumne o1 knaccuyecknx aHtnemnpycos InfowWatch ARMA Industrial Endpoint He no3BonseT oTkpbiTb HegoBepeHHoe 10O

Ha paboumx cTaHumax. Cuctema He NPOBOANT MOCTOAHHOIO CKaHWPOBAHWSA, MO3TOMY He CO3AaET AOMNONHNTENBHOM Harpy3KM
Ha paboune cTaHuun n cepeepbl ACY TrI1.

1  MuHMMU3MpPYET NPOCTPAHCTBO ANA MaHEBPA 3/10yMbILL/IEHHUKA

3anyckalTcd TOMbKO paspelléHHble U MPOBEPEHHbIE MPUIOXEHMA 1 haii/ibl. B TakuX yCIOBUAX KMbGepaTaky NposnemMaTuyHbl.

2 MwuHuMUBKpyeT HarpysKy Ha NepcoHan

ToHKast HaCTpolika 1 OTCYTCTBME JIULLHNX BO3MOXHOCTEN KPaTHO CHMXAIOT NnHMe cpabaTbiBanug. InfoWatch ARMA Industrial

Endpoint camocTtosaTeneHO coctaBngeT «0efble CNMCKKUy Nporpamm 6/1arofgapsa pexmnmy ooyyeHna. NepcoHan 3aHnMaeTca
KOHTPO/EM, @ HE MOCTOSAHHBIM MOHUTOPUHIOM.



BonblLle BO3MOXHOCTEN C €ANHOU CUCTEMON 3aLUUTbI

InfoWatch ARMA Industrial Endpoint sBnaeTca yactbto eguHoi cnctembl InfoWatch ARMA,
KOTOopas co3gaBanach crneumasnbHo A9 3aWnTbl MPOMbILIEHHbIX CETEN.

BHeapeHue kaxaoro n3 KOMNoOHeHTOB 3alumnTel cuctembl InfoWatch ARMA gaét paclumpeHHble BO3MOXHOCTU ANa 0OHapyKeHus
M ONepaTUBHOIO pearnpoBaHng Ha NHUMAeHTb! B.

AR"I‘F‘@ InfoWatch ARMA Industrial Firewall

MexceTteBoli 9KpPaH HOBOIo NOoKo/1ieHndA ANA NPOMbIWNEHHOIO CerMeHTa — npegotBpallaeT atak Ha CeTeBOM ypOoBHe

ARM,‘E‘@ InfoWatch ARMA Industrial Endpoint

MNpombIWeHHas 3almTa paboumnx CTaHUUi 1 cepBepoB

ARMQ@ InfoWatch ARMA Management Console

LeHTp ynpasnernna C3M ARMA 1 nHumnaeHTtammn Vb — no3songaer ueHTpann3oBaHHO aagMUHNCTPMPOBATL O0/bLLOE KOMNYECTBO
YCTPOWCTB, BUAETb COOBLITUA M3 PA3PO3HEHHbBIX CPEeACTB 3aLUKThl B €ANHOM BeO-MHTEpdeice, paccneaoBaTb NHUMOEHTbI
1 aBTOMaTMYeCKM NpeaoTBpallaTh ataku

CobbiTng
ARMIf;(‘ InfoWatch ARMA

Industrial Firewall

MC
Industrial Endpoint Management Console Koppesiauymm

CobbITus CrNnCOK CoBbITUIA @56 VHUMAeHT
ARMA(‘\ InfoWatch ARMA ARMA(‘ InfoWatch ARMA Mpasmna

CobbiTnsa 13 C3M
CTOPOHHWNX BEHAOPOB,
nepepaHHble no CEF

C nomouybto InfoWatch ARMA MOXHO peanusoBaTtb NPUHLMIM 3WENTOHNPOBAHHOW 3alUUTbI
TEXHONTOMMYECKOWM CeTU NPAMO «MU3 KOPOOKU», MUHYS AOMTME U 3aTpaTHbIe MHTErpauuu.

Vicnonb3oBaHune eanHon cuctemsl 3awmTsl InfoWatch ARMA ymeHbliaeT NOBEPXHOCTb ANA aTaki 310y MbILUNEHHKKa U N03BONAET
BbINOHUTL A0 90% TexHunuecknx TpeboBanHnin ®CTIK Poccun (Mprkas N°239).

3anpocute NepcoHanbHOe AeMO U Y3HahTe Bce BO3MOXHOCTU cuctembl InfoWatch ARMA
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